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ABSTRACT

The increasing frequency and sophistication of web-based cyberattacks have made
securing cloud infrastructures such as Amazon Web Services (AWS) a critical
challenge. Traditional signature-based intrusion detection systems often fail to
recognize novel or evolving attack patterns, necessitating the adoption of intelligent
and adaptive detection approaches. This study proposes a machine learning-based
framework for detecting web attacks using AWS CloudWatch network traffic logs. Two
supervised learning algorithms—Random Forest and XGBoost were developed to
classify traffic as either normal or malicious based on network flow attributes,
including bytes transferred, protocol type, and source IP country. The experimental
results revealed that the Random Forest model achieved an accuracy of 67%, while
the XGBoost model achieved 65%, both demonstrating strong recall values for attack
detection but limited precision for normal traffic due to dataset imbalance. Feature
importance analysis identified src_ip_country_code, bytes_out, and bytes_in as the
most influential indicators of attack behavior, highlighting the role of traffic origin and
data transfer volume in detecting anomalous activities. These findings confirm the
effectiveness of integrating AWS CloudWatch monitoring data with machine learning
algorithms for proactive intrusion detection in cloud-based environments. Future work
will focus on improving classification performance through deep learning
architectures and real-time adaptive models to enable scalable and autonomous
cloud security systems.

Keywords Machine Learning, Web Attack Detection, AWS CloudWatch, Network Traffic,
Cloud Security

INTRODUCTION

The rapid growth of cloud computing technologies has transformed how
organizations deploy and scale web applications. Platforms such as AWS have
enabled enterprises to deliver services efficiently and cost-effectively. However,
this reliance on cloud-based infrastructure has also increased exposure to
various cyber threats, including web attacks such as SQL injection, cross-site
scripting (XSS), and Distributed Denial-of-Service (DDoS) assaults. These
attacks target vulnerabilities in web applications and network configurations,
often resulting in service disruptions, unauthorized data access, and significant
financial or reputational losses. Recent cybersecurity reports indicate that more
than 60% of cloud-hosted web applications experience at least one intrusion
attempt annually. This statistic highlights the urgent need for intelligent and
automated detection systems capable of identifying malicious traffic in real time

[1].

Traditional Intrusion Detection Systems (IDS) rely on static, signature-based, or
rule-based mechanisms. Although effective for known threats, they struggle to
recognize new or evolving attack patterns. These systems require frequent
manual updates and are not well-suited to the dynamic and distributed nature
of cloud environments [2]. In contrast, Machine Learning (ML) provides an
adaptive, data-driven approach that can automatically learn the underlying
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characteristics of both normal and attack traffic. By analyzing large-scale
network flow data, ML-based models can identify anomalies and previously
unseen threats that traditional methods fail to detect [3]. In the context of AWS,
CloudWatch network logs offer a valuable source of telemetry data, including
packet volume, communication protocols, response codes, and geographic
information. This data can be leveraged to build predictive models that
distinguish between normal and malicious web traffic [4].

Several previous studies have investigated the use of machine learning for
network intrusion detection. However, many of these studies rely on benchmark
datasets such as KDD99 or NSL-KDD, which do not accurately represent the
complexity and variability of modern cloud-based traffic [5]. As a result, there
remains a significant gap in research applying ML to real-world cloud
environments, where traffic diversity, scalability, and temporal variability present
additional challenges. To address this limitation, the present study proposes a
machine learning-based framework for web attack detection using AWS
CloudWatch network traffic logs. The framework utilizes two supervised
learning algorithms, Random Forest and XGBoost, to classify network
connections as either normal or malicious based on behavioral and statistical
traffic features. The models are evaluated using performance metrics such as
accuracy, precision, recall, and F1-score to determine their effectiveness in
identifying web-based attacks.

The main contributions of this study are threefold. First, it demonstrates the
feasibility of integrating AWS CloudWatch data with machine learning models
for practical and scalable cloud security monitoring. Second, it identifies key
network traffic features that are most relevant for web attack detection, including
source IP geolocation and data transfer volume. Third, it provides a comparative
analysis of two widely used algorithms, Random Forest and XGBoost, to
highlight their respective strengths and limitations when applied to cloud-based
network data. The outcomes of this study are expected to contribute to the
development of intelligent, adaptive, and automated intrusion detection systems
that enhance the security of web applications in cloud computing environments.

Literature Review and Related Works

Recent advancements in cloud computing and machine learning have inspired
extensive research on intrusion and web attack detection. Many studies
emphasize the growing complexity of threats targeting cloud environments,
necessitating adaptive detection mechanisms. A hybrid deep learning
framework combining PCA, fuzzy clustering, and Autoencoders achieved a 95%
detection accuracy on AWS-based datasets, proving the effectiveness of
dimensionality reduction and hybrid classification [6]. A similar approach
integrated Support Vector Machines (SVM) and ensemble learning for anomaly
detection, improving detection rates to 98.76% on traditional benchmark
datasets [7]. In cloud-specific scenarios, integrating optimization algorithms
such as Artificial Bee Colony (ABC) with deep neural networks improved
classification of attacks like U2R, R2L, and DoS [8]. Surveys on cloud-based
intrusion detection highlight that feature engineering and scalability remain the
main challenges in real-time deployment [9].

Several comparative analyses of supervised learning algorithms concluded that
Random Forest, J48, and Decision Tree consistently outperform others in
classifying benign and attack traffic, particularly when trained on large datasets
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such as CICIDS 2017 [10]. Other studies optimized ML-based intrusion
detection through hyperparameter tuning and ensemble techniques to enhance
detection accuracy in cloud infrastructures [11]. Recent frameworks based on
self-taught learning combined stacked autoencoders with LSTM to address the
scarcity of labeled attack samples, achieving improved false alarm rates and
detection accuracy [12]. Similarly, reviews of machine learning in intrusion
detection reaffirmed its role in managing massive and dynamic cloud data while
identifying limitations in model generalization [13]. Research on network
optimization in ultra-dense cloud networks introduced adaptive learning-based
IDS models to mitigate latency and handle complex attack behaviors [14].

In practical implementations, hybrid intrusion detection on AWS cloud datasets
demonstrated efficient preprocessing and clustering to achieve higher detection
rates under realistic cloud traffic [15]. Machine learning-based IDS architectures
integrating multi-cloud data achieved over 80% accuracy using CNN-based
models, validating deep learning’s adaptability across heterogeneous
environments [16]. Meanwhile, deep autoencoder-based IDSs were capable of
achieving over 99% accuracy when combined with CNN and RNN architectures
[17]. Studies focusing on real-time network monitoring revealed that combining
rule-based detection with machine learning reduces false positives significantly
compared to traditional methods [18]. Other works demonstrated that applying
ensemble-based and anomaly-based detection methods allows models to
detect novel attack types without retraining [19].

The development of intrusion detection systems within AWS and other public
clouds has also expanded toward adaptive and intelligent monitoring. Optimized
machine learning systems utilizing cloud-specific feature selection achieved
better scalability and lower computational overheads [20]. Research in deep
self-taught learning further addressed high-dimensional network data through
sparse autoencoders for efficient intrusion classification [21]. Recent cloud
computing security analyses emphasized that Random Forest-based detection
achieved the best performance compared to conventional classifiers, with
accuracy reaching 99.88% [22]. For web-specific attacks, ensemble
approaches combining KNN and Random Forest achieved perfect precision
and recall rates in detecting HTTP-based intrusions [23]. Another study applied
hierarchical and distributed machine learning methods to visualize and interpret
large-scale network attacks efficiently, proving scalability and explainability in
IDS design [24].

Newer trends also include semi-supervised and open-world intrusion detection
approaches, which focus on learning from limited labeled data and identifying
unseen attacks [25]. Studies applying these approaches on datasets such as
NSL-KDD demonstrated that hybrid semi-supervised models can balance
precision and recall more effectively in dynamic environments [26]. Finally,
machine learning applications in Software Defined Networks (SDNs) further
extend intrusion detection to programmable networks, where ML-based
systems improve detection rates under new network architectures [27].

Overall, existing research demonstrates the consistent success of machine
learning in detecting attacks on both traditional and cloud-based systems.
However, there is still a significant gap in leveraging AWS CloudWatch'’s real
network telemetry for automated web attack detection. This study addresses
this gap by implementing Random Forest and XGBoost algorithms on AWS
CloudWatch traffic logs to evaluate their efficiency in identifying attack patterns
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and distinguishing them from legitimate web traffic.

Methodology

This study proposes a machine learning-based framework to detect web attacks
using AWS CloudWatch network traffic data. The research methodology was
organized into five systematic phases, as illustrated in figure 1, which presents
the sequence of research steps followed throughout this study. These phases
include data collection, data preprocessing, feature selection, model
development, and evaluation. Each phase was designed to ensure the
robustness, reliability, and interpretability of the resulting machine learning
models in accurately classifying network traffic as either normal or malicious.

Data F’reprocessingH Feature Encoding Hnata B;I:Ilr:;:_:_nég Using

e

Evaluation Metrics
—
Model Development
Accuracy
—_—
Random Forest —
Classifier N
7 Precision
—
XGBoost Classifier g
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B
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End -+ <
Confusion Matrix

Figure 1 Research Steps

The dataset used in this study was collected from AWS CloudWatch, an
integrated monitoring and logging service that continuously records detailed
metrics from web applications and virtual instances. Each CloudWatch log entry
represents an individual network session and contains several attributes,
including bytes_in, bytes_out, dst _port, protocol, response.code, and
src_ip_country_code. The rule_names attribute served as the labeling criterion,
where entries tagged as “Suspicious,” “Malicious,” or “Blocked” were
categorized as attacks, while all other logs were classified as normal. After initial
processing, the dataset contained 10,243 total records, consisting of
approximately 8,700 attack entries and 1,543 normal entries. This imbalance,
with about 85% attack traffic, reflects the real-world dominance of malicious
activities in monitored web environments. To ensure representativeness, data
were collected during different time intervals, covering both peak and idle usage
periods, and from geographically distributed IP regions to include diverse traffic
behaviors.

Prior to model training, the dataset underwent a comprehensive preprocessing
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phase to ensure data consistency and quality. Missing values were replaced
using median imputation, and duplicate or corrupted entries were removed.
Categorical features such as protocol and src_ip_country_code were
transformed into numerical representations using label encoding to make them
suitable for machine learning algorithms. Continuous attributes, including
bytes _in, bytes out, and response.code, were normalized using Min—Max
scaling to standardize value ranges between 0 and 1. The normalization formula
is expressed as:

X —Xmi
X' = min (1)

Xmax - Xmin

X'represents the normalized feature value, X, is the minimum value, and
XmaxiS the maximum value of the corresponding feature. Because the dataset
exhibited a significant imbalance between normal and attack classes, the
Synthetic Minority Over-sampling Technique (SMOTE) was applied to generate
synthetic examples of the minority (normal) class. SMOTE creates artificial
samples by interpolating between existing data points, thereby balancing the
dataset and improving the model’s ability to learn from both classes effectively.
The resulting dataset was then split into 80% training and 20% testing subsets
using a stratified sampling approach to preserve class proportions.

Feature selection was performed to identify the most influential features for
model training. Pearson’s correlation analysis was first conducted to identify and
remove redundant attributes that exhibited high correlation coefficients (r >
0.85). Subsequently, the Random Forest feature importance ranking technique
was applied to determine the contribution of each feature to classification
accuracy. The results revealed that src_ip_country code, bytes out, and
bytes_in were the three most important features, contributing approximately
35%, 33%, and 31% of total importance, respectively. These attributes capture
the geographical origin and volume of traffic, which are critical indicators of
potential web-based attacks. Less significant attributes, such as protocol and
dst_port, which contributed less than 5% to overall importance, were excluded
to simplify the model and reduce computational cost.

Two supervised machine learning algorithms, Random Forest (RF) and
Extreme Gradient Boosting (XGBoost), were developed for web attack
detection. Random Forest is an ensemble-based algorithm that constructs
multiple decision trees and aggregates their results to improve predictive
accuracy and reduce overfitting. The model was configured with 200 estimators,
a maximum depth of 10, and Gini impurity as the splitting criterion. Conversely,
XGBoost builds decision trees sequentially, where each new tree focuses on
correcting the errors made by previous trees through gradient optimization. The
XGBoost model was trained with 150 estimators, a learning rate of 0.1, and a
maximum depth of 8. Both models were optimized through GridSearchCV with
five-fold cross-validation to identify the most effective hyperparameter
combinations. The implementation was carried out using Python 3.12 with the
Scikit-learn and XGBoost libraries on a computing environment equipped with
an AMD Ryzen 7 processor, 16 GB RAM, and Windows 11 operating system.

This methodological framework ensures that the models are both accurate and
interpretable while maintaining adaptability for real-world cloud environments.
The integration of actual AWS CloudWatch network data enhances the external

Sumiati and Saepulloh (2026) J. Cyber. Law. 34



Journal of Cyber Law

validity of the findings, bridging the gap between theoretical research and
practical implementation in cloud-based web attack detection systems. The
sequence of research steps and methodological phases followed in this study
is summarized in figure 1, which visually represents the entire workflow from
data acquisition to model evaluation.

Algorithm 1: Web Attack Detection Using Random Forest and XGBoost

Input:

AWS CloudWatch network log dataset D,.,,,containing {bytes_in, bytes_out, dst_port, protocaol,
response. code, src_ip_country_code, rule_names}.

Output:

Trained model M,.and performance metrics {Accuracy, Precision, Recall, F1-score,
Confusion Matrix}

Process:
Start

Load dataset D,.,,,and remove duplicate or corrupted entries.
Handle missing values using median imputation:
X = median(X;).
Normalize continuous features using Min—Max normalization:
X’ = X:L{ax)ir;:in.
Encode categorical features (protocol, src_ip_country_code) using label encoding.

Apply Synthetic Minority Over-Sampling Technique (SMOTE) to balance class
distribution:

For each sample x;in the minority class: Select one of its k-nearest neighbors x;. Generate
a synthetic sample:

Xnew = X; + r(xj - Xi),
where
r € [0,1].
End for.

Perform feature selection to remove redundant attributes: Compute Pearson correlation
coefficient between features:

vy _ cov(XyX;)
p(XuX,)—TQUXj :

Remove feature X;if | p(X;, X;) 1> 0.85.
Rank remaining features using Random Forest importance formula:
Importance(Fy) = %Z?zl 1:(F).

Split dataset into 80% training and 20% testing using stratified sampling to preserve class
ratio.
Train the Random Forest classifier using the following parameters:

n_estimators = 200,max_depth = 10, criterion = "gini".
Train the XGBoost classifier using the following parameters:

n_estimators = 150,learning_rate = 0.1, max_depth = 8.

Optimize both models using GridSearchCV with 5-fold cross-validation to identify the best
hyperparameters.

Use the trained model Mto predict classes for the test data:

Y= M (Xtest)-
Generate the confusion matrix:
_ TN FP
M = [FN TP]'

Compare the F1-scores of both models.
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Select the model My, with the highest F1-score as the final classifier.
End

Result

The evaluation of the proposed machine learning models was conducted to
assess their effectiveness in detecting web-based attacks within AWS
CloudWatch network traffic logs. The study aimed to develop an intelligent
classification system capable of distinguishing between normal and malicious
traffic patterns using log-based telemetry data collected from cloud
environments. Two supervised learning algorithms, namely the optimized
Random Forest and XGBoost models, were implemented due to their proven
robustness and adaptability in handling structured, high-dimensional datasets.
Random Forest was chosen for its ensemble-based mechanism that reduces
overfitting by averaging multiple decision trees, while XGBoost was selected for
its powerful gradient boosting framework that iteratively minimizes classification
errors. These models were expected to identify attack patterns based on
network-level indicators such as data transfer volume, protocol behavior, and
traffic source characteristics.

Both models were trained using a dataset derived from AWS CloudWatch traffic
logs, which was preprocessed to remove redundant and noisy features. To
address class imbalance where attack instances significantly outnumber normal
samples an oversampling technique was applied to generate a balanced
dataset, ensuring that both classes were equally represented during the learning
phase. The data were then partitioned into training and testing subsets, with
80% used for model training and the remaining 20% reserved for independent
evaluation. During the training process, hyperparameter optimization was
performed to fine-tune each model for optimal performance, employing
techniques such as grid search and cross-validation. The resulting models were
then assessed based on key performance metrics, including accuracy,
precision, recall, and F1-score, which collectively measure the models’ ability to
correctly classify attack and normal traffic. The comparative performance
outcomes of both algorithms are summarized in table 1, serving as the
foundation for further analysis of classification effectiveness and feature
interpretability.

Table 1 Model performance comparison between Random Forest and XGBoost

Metric Random Forest XGBoost
Accuracy 0.67 0.65
Precision (Attack) 0.91 0.89
Recall (Attack) 0.70 0.70
F1-Score (Attack) 0.79 0.78
Precision (Normal) 0.11 0.06
Recall (Normal) 0.33 0.17

As shown in table 1, the optimized Random Forest model achieved the highest
accuracy of 67%, slightly outperforming the XGBoost model, which recorded an
accuracy of 65%. The Random Forest model also produced a higher precision
value of 0.91 for the Attack class, which indicates that the majority of attack
predictions were correctly identified, thereby minimizing false positive outcomes.
Both models achieved identical recall values of 0.70, demonstrating a similar
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ability to detect malicious network traffic. The F1-scores of 0.79 for Random
Forest and 0.78 for XGBoost confirm that both algorithms maintained a good
balance between precision and recall, effectively managing the trade-off
between correctly identifying attacks and minimizing incorrect classifications.
However, both models showed relatively poor performance for the Normal class,
achieving low precision and recall values. This result suggests that the models
were less capable of identifying benign network activities, which may be due to
the limited representation of normal traffic in the dataset or the overlapping
behavior between legitimate and malicious connections.

A more detailed evaluation of model performance was conducted using
confusion matrices to examine how well each algorithm classified individual
instances of normal and attack traffic. The confusion matrix of the optimized
Random Forest model, illustrated in figure 2, shows that the model correctly
classified 40 attack instances and 2 normal instances. However, 17 attack
samples were incorrectly predicted as normal, and 4 normal samples were
misclassified as attacks. These findings indicate that while the Random Forest
model demonstrated strong sensitivity toward attack detection, it also exhibited
a bias toward predicting the Attack class. This bias may be attributed to the
nature of the training data, where attack instances dominate, causing the model
to prioritize attack detection over normal classification. Despite this limitation,
the Random Forest’s higher accuracy and precision highlight its reliability for
identifying malicious traffic patterns in AWS network environments.

40

35

Normal - 2 g 30

25

20

True label

F15

Attack 17
10

T
Normal Attack
Predicted label

Figure 2 Confusion matrix of the optimized Random Forest model

These results indicate that the Random Forest model demonstrates a strong
capability in detecting malicious network activity, as reflected by its high recall
value for the Attack class and relatively consistent classification of attack
samples. The model’'s ensemble-based learning approach allows it to capture
complex decision boundaries and detect variations in attack behavior effectively.
However, it also shows a noticeable bias toward the Attack class, which may
lead to an increased number of false positives when deployed in real-world
environments. This bias occurs because the model tends to classify uncertain
or ambiguous instances as attacks rather than normal traffic, prioritizing
sensitivity over specificity. In cybersecurity contexts, this trade-off is often
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acceptable since missing an actual attack (false negative) can have more
severe consequences than flagging a normal event as malicious. Nevertheless,
excessive false alarms may still burden network administrators, emphasizing
the importance of model calibration and threshold optimization before
operational deployment.

Similarly, the confusion matrix of the XGBoost model, as presented in figure 3,
reveals a classification pattern that closely resembles the behavior of the
Random Forest model. The XGBoost algorithm successfully detected 40 attack
instances but was only able to correctly identify one normal sample. It also
misclassified 17 attack samples as normal and labeled five normal samples as
attacks. These results suggest that although XGBoost possesses a strong
learning capability through its gradient boosting mechanism, it struggles to
generalize well for the minority class due to partial class imbalance. The
algorithm’s tendency to overfit the dominant Attack class reduces its ability to
accurately differentiate legitimate network traffic. Consequently, while XGBoost
performs effectively in identifying malicious activities, its limited recognition of
normal traffic highlights the need for further data balancing, feature selection
refinement, and potential integration of cost-sensitive learning to improve overall
classification stability.

40
35

Normal 1 5 30

25

20

True label

15

Attack A 17 10

ra

Normal Attack
Predicted label

Figure 3 Confusion matrix of the XGBoost model

These findings confirm that although both Random Forest and XGBoost models
are effective in detecting attack-related network traffic, they continue to
experience difficulties in accurately distinguishing benign traffic patterns. This
limitation is largely attributed to the imbalance within the dataset, where attack
samples significantly outnumber normal samples. Such imbalance causes the
models to prioritize detecting malicious activity, leading to a higher sensitivity
toward the Attack class but reduced specificity when identifying legitimate traffic.
As a result, the models tend to misclassify some normal connections as potential
attacks, thereby increasing the rate of false positives. This issue is common in
intrusion detection research, as benign traffic often exhibits overlapping
characteristics with low-intensity or stealth attacks. Addressing this challenge
requires either collecting a more diverse set of normal traffic samples or applying
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advanced balancing strategies such as cost-sensitive learning or synthetic data
generation to achieve better class representation during training.

To gain deeper insight into the decision-making process of the models, a feature
importance analysis was performed using the XGBoost algorithm, as presented
in figure 4. The analysis identified src_ip_country_code, bytes out, and bytes_in
as the three most influential predictors, contributing approximately 35%, 33%,
and 31% to the model's overall predictive capability, respectively. The
prominence of src_ip_country code indicates that the geographical origin of
network traffic plays a critical role in differentiating between normal and
malicious connections. Similarly, bytes _out and bytes_in represent the amount
of outbound and inbound data transferred, which are strong behavioral
indicators of potential attacks. For instance, unusually high outbound traffic may
suggest data exfiltration or command-and-control communication, whereas
abnormal inbound volumes may signal scanning or denial-of-service activities.
These findings demonstrate that the XGBoost model relies heavily on network
flow characteristics and traffic source information to identify anomalies,
providing valuable insights into how the model interprets and classifies patterns
within AWS CloudWatch network logs.
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Figure 4 Feature importance of the XGBoost model

These findings suggest that both the geographical source of incoming traffic and
the amount of data transferred play critical roles in determining whether a
network connection is benign or malicious. The prominence of
src_ip_country_code indicates that the country of origin is a key indicator of
suspicious activity, while the features bytes_in and bytes_out reflect the volume
of inbound and outbound traffic that may signify abnormal communication
patterns such as data exfiltration, scanning, or denial-of-service behavior.

Overall, the results show that both the optimized Random Forest and XGBoost
models effectively captured attack-related patterns within AWS CloudWatch
traffic data. While the Random Forest model achieved slightly higher accuracy
and precision, both models demonstrated strong sensitivity to detecting attacks
but limited specificity toward normal traffic. These findings highlight the potential
of machine learning techniques in web attack detection and suggest that further
improvements through additional data balancing, threshold tuning, or deep
learning approaches could enhance model generalization in cloud-based

Sumiati and Saepulloh (2026) J. Cyber. Law. 39



Journal of Cyber Law

security monitoring systems.

Discussion

The comparative results indicate that both the Random Forest and XGBoost
models demonstrate strong capabilities in detecting web-based attacks within
AWS CloudWatch network traffic. The Random Forest model slightly
outperformed XGBoost in terms of accuracy and precision, suggesting that its
ensemble learning approach contributes to greater stability and reliability in
identifying malicious patterns. This improvement is primarily due to the Random
Forest's ability to combine multiple decision trees through averaging, which
reduces overfitting and enhances generalization to unseen data. On the other
hand, XGBoost, which utilizes gradient boosting to correct errors made by
previous iterations, achieved a comparable recall but showed a slightly lower
precision. This outcome suggests that XGBoost is more sensitive to noisy or
overlapping data points, which can lead to an increased number of false
positives. Both models, however, exhibited relatively weak performance in
detecting normal traffic, reflected in low precision and recall for the Normal class.
This limitation can be attributed to dataset imbalance, where attack instances
are more dominant than benign ones, causing the models to focus more on
identifying malicious activity. Although this bias toward the Attack class is
acceptable in security-oriented applications were missing an attack can be more
critical than over-reporting, excessive false alarms may still reduce operational
efficiency and lead to alert fatigue among security analysts.

The analysis of feature importance from the XGBoost model provides deeper
insight into the decision-making process and the underlying behavior of the
models. The dominant features identified, namely src_ip_country code,
bytes_out, and bytes _in, collectively accounted for the majority of the predictive
power, highlighting the importance of both geographical and flow-based
characteristics in detecting web-based attacks. The prominence of
src_ip_country_code implies that the origin of network traffic is a strong
determinant of its legitimacy, as anomalous or unfamiliar country codes are
often associated with unauthorized access attempts. Similarly, bytes out and
bytes_in represent data transfer volumes that may indicate suspicious behaviors
such as data exfiltration, denial-of-service activity, or network probing. These
findings emphasize that network flow metrics are effective indicators of
anomalous activity and should be integrated into intrusion detection frameworks
for enhanced accuracy. In practical applications, combining these insights with
real-time analytics tools in AWS, such as CloudWatch Logs Insights or Kinesis
Data Streams, could enable automated threat detection and response. Future
research should explore hybrid approaches that integrate ensemble and deep
learning models, such as Long Short-Term Memory (LSTM) networks or
Autoencoders, to improve temporal awareness and model adaptability. By
addressing class imbalance and enhancing feature diversity, these models can
evolve into robust, scalable, and adaptive detection systems capable of
safeguarding dynamic cloud environments.

Conclusion

This research investigated the application of machine learning techniques for
detecting web attacks using AWS CloudWatch network traffic data. Two
supervised algorithms, Random Forest and XGBoost, were implemented to
classify traffic into normal and attack categories. The experimental results
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demonstrated that both models effectively identified malicious traffic, with the
Random Forest model achieving an accuracy of 67% and the XGBoost model
reaching 65%. Despite their tendency to misclassify normal samples due to
dataset imbalance, both models exhibited strong recall for attack detection,
confirming the potential of machine learning for enhancing automated intrusion
detection in cloud environments. The analysis of feature importance revealed
that src_ip_country_code, bytes out, and bytes_in were the most influential
predictors, suggesting that traffic origin and data transfer behavior are critical
indicators of potential cyberattacks. These findings align with prior studies
emphasizing the effectiveness of anomaly-based and flow-based approaches in
identifying web-based threats. Overall, this study demonstrates that integrating
AWS CloudWatch monitoring data with machine learning algorithms can
significantly strengthen cloud infrastructure security by enabling intelligent, data-
driven, and adaptive attack detection. Future work should explore deep learning
architectures such as Long Short-Term Memory (LSTM) or Autoencoder
networks to capture temporal traffic dynamics and further improve detection
accuracy while reducing false positives through real-time adaptive learning
mechanisms.
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