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ABSTRACT 

This study presents an empirical framework for evaluating the effectiveness of cyber 

defense mechanisms using machine learning to support the development of 

evidence-based digital security regulation. The research utilizes a multi-year dataset 

on global cybersecurity incidents from 2015 to 2024, incorporating both technical and 

contextual variables such as attack type, target industry, defense mechanism, 

financial loss, and resolution time. By applying advanced supervised learning 

algorithms, including ensemble-based models, the study achieved an overall 

accuracy of 83.7 percent and a macro-averaged F1-score of 0.837. The model 

demonstrated strong performance in classifying high- and low-impact incidents while 

maintaining acceptable precision for medium-impact cases. Feature importance 

analysis identified financial loss, loss per user, and resolution efficiency as the most 

influential factors affecting defense effectiveness. The findings indicate that machine 

learning can provide a transparent, quantitative approach to measuring cybersecurity 

performance, bridging the gap between technical evaluation and legal compliance. 

From a regulatory perspective, the results suggest that data-driven models can inform 

the formulation of standardized benchmarks for digital security compliance and 

accountability. This research contributes to the intersection of technology and law by 

offering a methodological foundation for integrating predictive analytics into cyber law 

enforcement and international cybersecurity governance. 

Keywords Machine Learning, Cyber Defense, Digital Security Regulation, Cyber Law, 
Predictive Analytics 

INTRODUCTION 

The rapid digitalization of global infrastructure has significantly increased the 
frequency, scale, and sophistication of cyber threats. Organizations across 
sectors now face persistent risks that extend beyond technical disruption to 
include financial loss, reputational damage, and legal liability. As digital 
ecosystems become more interconnected, the evaluation of cyber defense 
effectiveness has emerged as a critical area of both technological and legal 
inquiry. Effective assessment mechanisms are essential not only for 
strengthening organizational resilience but also for ensuring compliance with 
national and international cybersecurity regulations [1]. Despite the growing 
importance of this field, existing evaluation methods often rely on qualitative 
assessments or static compliance checklists, which are insufficient for capturing 
the dynamic and data-intensive nature of modern cyber incidents. 

Recent research in cybersecurity analytics has introduced advanced 
computational approaches, particularly Machine Learning (ML) and Deep 
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Learning (DL), for detecting and classifying cyber threats. Studies have shown 
that ML-based systems can identify anomalies, predict attack vectors, and 
enhance incident response efficiency more accurately than traditional rule-
based methods [2]. For instance, ensemble models such as Random Forest 
and XGBoost have demonstrated superior performance in intrusion detection 
and risk prediction tasks [3]. However, most prior studies remain focused on 
technical detection and prevention, with limited attention given to measuring the 
effectiveness of Cyber Defense Mechanisms (CDM) in relation to broader 
regulatory and compliance objectives. The lack of integration between empirical 
ML evaluations and the legal frameworks that govern cybersecurity represents 
a critical research gap that this study seeks to address [4]. 

From a legal and policy standpoint, the absence of standardized, data-driven 
metrics for evaluating digital security performance continues to challenge 
regulatory enforcement. Current compliance regimes often emphasize 
documentation and procedural conformity rather than measurable outcomes. 
This disconnect limits the ability of regulators to assess whether organizations 
meet the substantive objectives of cybersecurity law, such as risk minimization, 
accountability, and transparency. The state of the art in cybersecurity 
governance increasingly recognizes the need for quantitative, technology-
assisted approaches that can complement legal compliance with empirical 
evidence [5]. This study contributes to this emerging paradigm by proposing an 
ML-based framework for evaluating CDM effectiveness, bridging the gap 
between technical performance measurement and legal compliance evaluation. 

Therefore, the objective of this research is to develop and validate a machine 
learning model capable of empirically assessing the effectiveness of various 
cyber defense mechanisms using multi-year cybersecurity incident data. The 
model is designed to identify key predictors that influence defense success and 
to provide interpretable metrics that can inform both technical optimization and 
legal compliance. By aligning predictive analytics with cyber law principles, this 
study aims to advance the development of standardized, evidence-based 
frameworks for digital security regulation. The results are expected to contribute 
not only to the field of cybersecurity analytics but also to the ongoing discourse 
on accountability and governance within the international cyber law landscape. 

Literature Review and Related Works 

The development of computational methods for cybersecurity analysis has 
evolved rapidly over the past decade, reflecting the growing need for automated 
and adaptive defense systems. Early cyber defense studies were primarily 
based on signature and rule-based detection mechanisms [6], which were 
effective for known threats but failed to detect zero-day attacks or complex 
adversarial patterns. The transition toward behavior-based and anomaly 
detection models introduced the first wave of data-driven approaches, laying 
the groundwork for the application of ML in cybersecurity [7], [8]. These methods 
allowed systems to identify deviations from normal activity and detect previously 
unseen threats, thereby increasing the adaptability and intelligence of cyber 
defense mechanisms. 

Supervised ML algorithms have been widely used in intrusion detection and 
threat classification. Decision Tree and Support Vector Machine models were 
among the first techniques to demonstrate improved classification accuracy for 
network intrusion data [9], [10]. Subsequent research adopted ensemble 
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methods such as Random Forest and Gradient Boosting to enhance the 
robustness of detection models [11], [12]. Studies have also shown that hybrid 
learning systems outperform single-algorithm models in handling complex, 
multi-dimensional data typical of cybersecurity environments [13], [14]. More 
recently, DL techniques, including Convolutional Neural Networks (CNN), 
Recurrent Neural Networks (RNN), and Deep Neural Networks (DNN), have 
achieved superior performance in malware classification, phishing detection, 
and threat intelligence extraction [15], [16], [17]. 

Beyond detection and prevention, ML has also been applied in cyber incident 
prediction and risk assessment. Regression-based and probabilistic models 
have been used to estimate financial loss, attack frequency, and exposure 
likelihood across various sectors [18], [19]. Temporal learning techniques and 
time-series modeling have further improved the ability to forecast cyberattack 
trends and evolving threat patterns [20], [21]. However, most of these studies 
remain focused on predicting attacks rather than evaluating the effectiveness of 
CDM in practice. This limitation highlights a key research gap in connecting 
data-driven predictions with the actual performance and efficiency of defense 
systems. 

Several recent works have explored adaptive and autonomous defense 
optimization using ML. Reinforcement Learning and adversarial simulation 
frameworks have been developed to model attacker–defender interactions in 
real time, allowing the system to learn optimal response strategies [22], [23]. 
These adaptive approaches demonstrate strong technical potential but have not 
yet been widely integrated into measurable compliance frameworks. Similarly, 
studies on hybrid ML architectures combining supervised and unsupervised 
learning have shown promise for improving situational awareness in large-scale 
network environments [24]. Despite these advances, there remains limited 
integration between technical evaluation methods and formal cyber governance 
models. 

In the domain of cybersecurity law and regulation, research emphasizes the 
need for empirical and quantitative methods to assess compliance. 
Conventional audit-based systems are criticized for relying heavily on 
documentation and procedural verification rather than measurable defensive 
performance [25], [26]. Efforts to develop data-driven compliance assessment 
models using ML have emerged, aiming to automate the evaluation of security 
maturity and policy adherence [27], [28]. These approaches suggest a paradigm 
shift from rule-based to outcome-based regulatory assessment, but most 
studies remain conceptual and lack standardized implementation across 
jurisdictions. 

The growing demand for transparency in algorithmic systems has also spurred 
interest in Explainable Artificial Intelligence (XAI) for cybersecurity. Recent 
studies have applied XAI models to enhance interpretability in access control, 
anomaly detection, and incident prioritization [29], [30]. Such explainable 
models are essential for legal accountability, enabling regulators and 
organizations to understand and justify automated security decisions. At the 
policy level, global frameworks such as the General Data Protection Regulation 
(GDPR) and the NIST Cybersecurity Framework advocate for measurable and 
auditable cybersecurity practices [31]. Despite these advancements, the 
enforcement of these frameworks still relies largely on self-assessment, leaving 
a gap between compliance reporting and empirical performance verification. 
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Overall, existing literature has contributed extensively to advancing ML-based 
cybersecurity analytics, focusing primarily on detection, prediction, and 
optimization. However, there remains a critical research gap in integrating these 
computational methods into the evaluation of CDM from both technical and legal 
perspectives. Few studies have systematically examined how empirical ML 
evaluation can inform cyber law, compliance monitoring, and evidence-based 
governance. This study addresses that gap by proposing a machine learning 
framework for quantifying CDM effectiveness, bridging the technical rigor of 
predictive analytics with the regulatory objectives of modern digital security law. 

Methodology 

This study employed a quantitative and empirical approach using machine 
learning to evaluate the effectiveness of CDM within the context of digital 
regulation and cyber law. The methodological framework consisted of 
sequential phases including data preparation, feature engineering, model 
construction, hyperparameter optimization, and performance evaluation, as 
illustrated in figure 1. Each phase was designed to ensure analytical 
reproducibility, interpretability, and alignment with principles of accountability 
and transparency in cybersecurity governance. 

 

Figure 1 Research Steps 

The dataset used in this study, titled Global Cybersecurity Threats 2015–2024, 
comprises records of cyber incidents collected from multiple countries and 
industries between 2015 and 2024. It contains attributes such as attack type, 
target industry, attack source, country of origin, defense mechanism used, 
financial loss (in million USD), number of affected users, and incident resolution 
time (in hours). These attributes capture both the operational and contextual 
dimensions of cybersecurity performance. Prior to analysis, duplicates and 
incomplete entries were removed to ensure data quality and consistency. The 
final dataset reflects global variations in cyber incident characteristics and 
organizational response behavior across a nine-year period. 
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During preprocessing, all numeric variables were standardized using Z-score 
normalization to equalize feature scales and improve model convergence. The 
transformation is expressed as: 

𝑍 =
𝑋 − 𝜇

𝜎
 (1) 

Z represents the standardized value, Xis the original feature, μis the mean, and 
σis the standard deviation. Categorical variables such as Attack Type, Target 

Industry, Defense Mechanism Used, and Country were converted into 
numerical form through One-Hot Encoding to allow algorithmic interpretation 
without implying ordinal relationships. All preprocessing operations were 
integrated using a ColumnTransformer that handled numeric and categorical 
attributes concurrently within a single pipeline, ensuring consistency and 
efficiency. 

Feature engineering was performed to enhance predictive accuracy and 
interpretability by introducing additional quantitative indicators that better 
represent financial exposure and operational response. Three derived features 
were created: Loss per User (LPU), Log-Transformed Financial Loss (LFL), and 
Resolution Efficiency (RE). These were computed as follows: 

𝐿𝑃𝑈 =
𝐹𝐿

𝑈 + 1
 

𝐿𝐹𝐿 = log⁡(1 + 𝐹𝐿) 

𝑅𝐸 =
𝑈

𝑇 + 1
 

(2) 

𝐹𝐿 is financial loss, 𝑈is the number of affected users, and 𝑇is the incident 
resolution time. Loss per User captures the average financial burden per 
affected individual, Log Loss reduces skewness caused by extreme monetary 
values, and Resolution Efficiency measures the operational responsiveness of 
mitigation efforts. 

To quantify overall incident severity, a Composite Impact Score (CIS) was 
constructed by combining standardized measures of financial loss, affected 
users, and resolution time: 

𝐶𝐼𝑆 =
1

3
∑

3

𝑖=1

𝑍𝑖 (3) 

The 𝐶𝐼𝑆values were divided into three quantile ranges representing Low, 

Medium, and High impact levels, forming the dependent variable used for 
supervised classification. 

The classification process employed two ensemble models: Extreme Gradient 
Boosting (XGBoost) and Random Forest (RF). XGBoost was selected as the 
primary algorithm due to its robustness in handling heterogeneous data and 
complex non-linear relationships, while Random Forest served as a 
performance benchmark. To mitigate class imbalance among impact levels, the 
Synthetic Minority Oversampling Technique (SMOTE) was applied, generating 
synthetic data points for minority classes by interpolating between existing 
samples. This technique improved class distribution uniformity and reduced 



 Journal of Cyber Law 

 

Prakash and Mary (2026) J. Cyber. Law. 

 

68 

 

 

prediction bias toward dominant classes. 

Hyperparameter tuning was conducted using Randomized Search Cross-
Validation (RandomizedSearchCV) to determine optimal configurations for both 
algorithms. For XGBoost, the tuned parameters included the number of trees, 
learning rate, tree depth, subsample ratio, and regularization coefficient. For 
Random Forest, the optimization focused on tree depth, the number of 
estimators, and minimum sample parameters. The model was trained using an 
80 percent training set and evaluated on a 20 percent testing set, with stratified 
sampling applied to maintain class proportions. A 5-fold Stratified K-Fold Cross-
Validation was implemented to ensure model generalization and prevent 
overfitting. The tuning objective was to maximize the macro-averaged F1-score, 
which balances performance across all classes and is calculated as: 

𝐹1𝑚𝑎𝑐𝑟𝑜 =
1

𝐾
∑

𝐾

𝑘=1

2 × 𝑃𝑘 × 𝑅𝑘
𝑃𝑘 + 𝑅𝑘

 (4) 

𝑃𝑘and 𝑅𝑘denote the precision and recall for class 𝑘, and 𝐾represents the total 

number of classes. 

Model evaluation included multiple performance metrics, such as overall 
accuracy, class-wise precision and recall, and the macro F1-score. The 
confusion matrix was analyzed to visualize the classification consistency across 
Low, Medium, and High impact categories and to detect areas of 
misclassification. The Receiver Operating Characteristic (ROC) curve and Area 
Under the Curve (AUC) were computed for each class to assess discriminative 
capability, where a higher AUC indicates stronger model differentiation between 
impact levels. Furthermore, feature importance analysis was performed to 
interpret the relative influence of each variable in determining defense 
effectiveness. The analysis revealed that Log-Transformed Financial Loss, 
Loss per User, and Resolution Efficiency were the most influential predictors, 
confirming the importance of both economic and operational indicators in 
evaluating cyber defense success. 

Finally, this methodological framework was integrated into a broader legal and 
regulatory context. The use of empirical, data-driven metrics enables the 
development of standardized benchmarks for digital security compliance and 
accountability. By translating machine learning outputs into interpretable and 
reproducible indicators, the study supports evidence-based approaches to 
cybersecurity governance. The proposed methodology demonstrates how 
quantitative modeling can strengthen cyber law enforcement by providing 
regulators and organizations with objective measures of defense performance, 
thereby bridging the gap between technical assessment and legal oversight. 

Algorithm 1: Evaluating Cyber Defense Effectiveness Using Machine Learning 

Input: 

Cybersecurity dataset 𝐷 = {𝐹𝐿,𝑈, 𝑇, 𝐴𝑇, 𝑇𝐼, 𝐴𝑆, 𝐷𝑀,𝑉, 𝐶, 𝑌} 

Output: 

Trained models 𝑀𝑅𝐹, 𝑀𝑋𝐺𝐵; Performance metrics (Accuracy, Precision, Recall, 𝐹1𝑚𝑎𝑐𝑟𝑜, ROC–

AUC); Feature importance scores 𝐹𝐼. 
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Process: 

Start 

Load dataset 𝐷containing attack type (AT), target industry (TI), attack source (AS), defense 

mechanism (DM), vulnerability (V), country (C), financial loss (FL), number of affected users 

(U), and resolution time (T). 

Handle missing values by replacing numeric 𝑋𝑖with mean or median, and encode categorical 

attributes using One–Hot Encoding. 

Normalize numeric features using Z-score normalization: 

𝑍𝑖 =
𝑋𝑖 − 𝜇𝑖
𝜎𝑖

 

Split dataset into 80% training and 20% testing using stratified sampling to maintain class 

distribution. 

Create derived attributes: 

𝐿𝑃𝑈 =
𝐹𝐿

𝑈+1
  (Loss per User) 

𝐿𝐹𝐿 = log⁡(1 + 𝐹𝐿)   (Log-Transformed Financial Loss) 

𝑅𝐸 =
𝑈

𝑇+1
   (Resolution Efficiency) 

Construct Composite Impact Score (CIS): 

𝐶𝐼𝑆 =
1

3
∑

3

𝑖=1
𝑍𝑖 

Categorize 𝐶𝐼𝑆into {Low, Medium, High} impact classes to form the dependent variable. 

Build ensemble models: Random Forest (RF) and Extreme Gradient Boosting (XGB). 

For RF, determine node splits using Gini impurity: 

𝐺𝑖𝑛𝑖 = 1 −∑
𝐶

𝑖=1
𝑝𝑖
2 

Aggregate predictions using majority voting: 

𝑌𝑡̂
(𝑅𝐹)

= mode{𝑇1(𝑋𝑡), 𝑇2(𝑋𝑡), . . . , 𝑇𝑛(𝑋𝑡)} 

For XGB, minimize the regularized objective function: 

𝑂𝑏𝑗(𝜃) = ∑𝑙(𝑌𝑡, 𝑌𝑡̂) + 𝛾𝑇 +
1

2
𝜆∑𝑤𝑗

2 

Compute prediction probabilities using the softmax function: 

𝑌𝑡̂
(𝑋𝐺𝐵)

=
𝑒𝑧𝑡

∑𝐾
𝑘=1 𝑒𝑧𝑘

 

Apply Synthetic Minority Oversampling Technique (SMOTE) to balance class distribution. 

Optimize hyperparameters via RandomizedSearchCV to maximize macro-averaged F1-score: 

𝐹1𝑚𝑎𝑐𝑟𝑜 =
1

𝐾
∑

𝐾

𝑘=1

2𝑃𝑘𝑅𝑘
𝑃𝑘 + 𝑅𝑘

 

Conduct 5-fold Stratified K-Fold Cross-Validation to ensure generalization. 
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Evaluate models using confusion matrix and ROC curve. Compute AUC as: 

𝐴𝑈𝐶 = ∫
1

0

𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅) 

Extract feature importance using XGBoost gain-based method: 

𝐹𝐼𝑘 =
1

𝑇
∑

𝑇

𝑡=1
𝐺𝑎𝑖𝑛(𝐹𝑘 , 𝑡) 

Select the best-performing model based on the highest 𝐹1𝑚𝑎𝑐𝑟𝑜and AUC: 

𝑀⋆ = arg⁡max⁡𝑀𝑖∈{𝑀𝑅𝐹,𝑀𝑋𝐺𝐵}(𝐹1𝑚𝑎𝑐𝑟𝑜, 𝐴𝑈𝐶) 

End 

Result 

The improved machine learning model demonstrated a clear enhancement in 
evaluating the effectiveness of cyber defense mechanisms across multiple 
categories of cyber incidents. The evaluation results indicate that the proposed 
framework achieved an overall accuracy of 83.7 percent and a macro-averaged 
F1-score of 0.837, which reflects a significant improvement in predictive 
capability compared to the baseline model. The model’s strong performance 
suggests that it is capable of capturing complex, nonlinear relationships 
between multiple cyber risk factors, including attack type, target industry, and 
defense strategy. This outcome validates the model’s ability to generalize 
effectively across diverse cybersecurity contexts rather than overfitting to a 
specific subset of the data. 

As shown in table 1, the classification results reveal that the model performs 
particularly well in identifying High-impact and Low-impact cyber incidents, 
achieving F1-scores of 0.881 and 0.873, respectively. These results 
demonstrate that the system is proficient at detecting extreme cases of cyber 
events, both in terms of high-severity and low-severity scenarios. The 
performance for the Medium-impact class, with an F1-score of 0.757, remains 
acceptable and indicates that the model can manage intermediate cases with 
moderate precision and recall. The overall consistency of these outcomes 
confirms that the enhanced framework provides a reliable and interpretable 
assessment of cyber defense effectiveness across varying levels of threat 
severity. 

Table 1 Model Performance Metrics 

Class Precision Recall F1-score Support 

High 0.892 0.870 0.881 200 

Low 0.871 0.875 0.873 200 

Medium 0.750 0.765 0.757 200 

Overall Accuracy — — 0.837 600 

The confusion matrix presented in figure 2 provides a comprehensive view of 
how the improved model distributed predictions across the three impact 
categories. The matrix indicates that the classifier correctly identified the 
majority of High-impact and Low-impact cyber incidents, achieving accuracy 
levels above 87 percent for both categories. This strong performance 
demonstrates that the model effectively learns the distinguishing patterns 
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associated with extreme cases of cyber incidents, such as those involving 
substantial financial losses or rapid response times. The balance in detection 
between the two extremes also suggests that the model can capture both severe 
and minimal threat events without bias toward one class. 

However, the confusion matrix also highlights areas where the model’s 
performance could be refined. The Medium-impact class shows a higher rate of 
misclassification, particularly with samples being confused with either High or 
Low impact incidents. This tendency may stem from the natural overlap in the 
data, where moderate incidents share similar financial or temporal 
characteristics with the adjacent categories. For instance, some cyberattacks 
categorized as medium severity might involve partial financial exposure or 
resolution durations that resemble higher-impact events. Despite these 
overlaps, the overall confusion structure remains balanced, reflecting that the 
model maintains consistent predictive behavior across all categories of cyber 
defense effectiveness. 

 

Figure 2 Confusion Matrix of the Improved Model 

The Receiver Operating Characteristic (ROC) analysis presented in figure 3 
provides a comprehensive assessment of the model’s discriminative 
performance across all categories of cyber incidents. The ROC curves show 
that the model achieved excellent separation between positive and negative 
instances, with Area Under the Curve (AUC) values of 0.98 for both High-impact 
and Low-impact incidents, and 0.93 for Medium-impact incidents. These results 
indicate that the model possesses a high degree of sensitivity and specificity, 
successfully minimizing both false positives and false negatives. The steep rise 
of the ROC curves in the early region of the graph reflects the model’s ability to 
detect true positive cases with minimal false alarms, which is an essential quality 
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for real-world cybersecurity risk assessment. 

The ROC curves are plotted significantly above the red dashed diagonal line, 
which represents the performance of a random classifier. This visual distinction 
confirms that the model’s predictions are not based on chance and that its 
classification decisions are systematically aligned with the actual severity of 
cyber incidents. The strong AUC values across all categories further 
demonstrate that the model can maintain consistent reliability even when class 
boundaries overlap or when class distributions are imbalanced. In practical 
terms, this level of discriminative performance suggests that the proposed 
framework could effectively support early detection and prioritization of 
cybersecurity threats, enabling organizations to allocate defensive resources 
more efficiently based on predicted impact severity. 

 

Figure 3 ROC Curves by Impact Class of the Improved Model 

The feature importance analysis presented in figure 4 highlights the key 
predictors that most strongly influence the model’s decision-making process in 
assessing cyber defense effectiveness. The results show that the log-
transformed financial loss, loss per user, and resolution efficiency variables 
contributed most significantly to the model’s predictive power. These features 
capture both the economic and operational dimensions of cyber incidents, 
indicating that the magnitude of financial exposure and the timeliness of 
response are central indicators of defense performance. A high financial loss 
per user generally corresponds to more severe attacks or inadequate mitigation 
strategies, while efficient incident resolution is strongly associated with lower 
impact classifications. The combination of these factors suggests that financial 
and operational variables provide a quantifiable reflection of an organization’s 
resilience against cyber threats. 

In addition to the primary predictors, several contextual variables also showed 
meaningful influence on the classification results. Attributes such as country, 
target industry, and attack source were among the secondary features that 
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affected model outcomes. This pattern implies that the overall effectiveness of 
cyber defense mechanisms is not only determined by internal technical 
measures but also by external contextual factors. Geographic and industrial 
conditions may shape both the likelihood of attack exposure and the 
sophistication of defense infrastructure, influencing how rapidly an organization 
can detect, contain, and recover from cyber incidents. Collectively, these 
findings emphasize that cyber resilience must be evaluated as an integrated 
system that combines economic, operational, and contextual components rather 
than as a purely technical construct. 

 

Figure 4 Top Feature Importances Derived from the Improved Machine Learning Model 

Overall, the experimental findings confirm that the proposed machine learning 
framework provides a reliable quantitative basis for assessing the effectiveness 
of cyber defense mechanisms. The resulting metrics, curves, and feature-level 
insights highlight the model’s capability to translate empirical data into 
measurable indicators of digital security performance. 

Discussion 

The results of this research confirm that the use of machine learning techniques 
provides a powerful analytical approach for assessing the effectiveness of cyber 
defense mechanisms. The model’s high accuracy and balanced F1-scores 
demonstrate that algorithmic systems can capture complex relationships 
between technical, operational, and contextual variables in cybersecurity data. 
This outcome strengthens the idea that data-driven analysis can complement 
and, in some cases, surpass traditional qualitative assessments that often rely 
on expert interpretation. By integrating financial, operational, and contextual 
features, the model establishes a measurable link between defense 
performance and organizational resilience. These empirical results indicate that 
predictive analytics can serve as a practical tool for supporting cyber risk 
assessment, optimizing defense strategies, and guiding strategic decision-
making within digital security management. 
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From a legal and regulatory standpoint, the findings provide an opportunity to 
enhance digital security governance through the adoption of empirical 
standards. The model’s ability to differentiate between levels of cyber incident 
impact can inform the development of quantifiable compliance criteria under 
cybersecurity law and policy frameworks. Regulatory institutions could use 
similar models to define thresholds for adequate defense performance, evaluate 
organizational accountability, and detect potential violations of digital protection 
requirements. Moreover, the inclusion of features such as country and target 
industry emphasizes the importance of contextualized regulation, where 
standards are tailored to each sector’s specific risk profile. The integration of 
predictive modeling into the legal framework supports a more transparent, 
proactive, and evidence-based approach to cybersecurity oversight, aligning 
technical performance evaluation with the broader principles of fairness and 
accountability in cyber law. 

Conclusion  

This research provides empirical evidence that machine learning can serve as 
a robust analytical framework for evaluating the effectiveness of cyber defense 
mechanisms and supporting the development of data-driven cybersecurity 
governance. The improved model produced high predictive accuracy and 
balanced performance across multiple impact categories, confirming its ability 
to generalize complex interactions among financial, operational, and contextual 
factors. The identification of critical predictors such as financial loss, loss per 
user, and resolution efficiency demonstrates that both economic and procedural 
dimensions are integral to understanding the true effectiveness of digital 
defense systems. These findings suggest that integrating machine learning into 
cybersecurity assessment can enhance the objectivity, transparency, and 
reproducibility of digital risk evaluations. Furthermore, the results hold significant 
implications for cyber law and policy, as quantitative measures derived from 
predictive models can be adopted as benchmarks for regulatory compliance, 
organizational accountability, and evidence-based enforcement. In this context, 
the study contributes to bridging the gap between technical cybersecurity 
performance and legal oversight by promoting a more systematic and 
measurable approach to digital security regulation that aligns with the evolving 
demands of global digital governance. 
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