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ABSTRACT

Cybercrime attribution remains a complex challenge due to the dynamic and
ambiguous nature of attacker behavior. This study proposes a probabilistic framework
for cybercrime attribution that combines Gaussian Mixture Model (GMM) clustering
with regularized soft-label learning to identify latent attacker groups and model
uncertainty in behavioral patterns. Using a cybersecurity intrusion dataset, clustering
performance was optimized through silhouette analysis and stability evaluation,
achieving the best configuration at two clusters (silhouette = 0.415, stability ARI =
0.956). The resulting probabilistic cluster memberships were used to train a multi-
output Ridge regression model, which demonstrated strong generalization
performance (Test Macro F1 = 0.964, CV F1 = 0.972 + 0.005) with minimal overfitting.
Feature analysis and statistical testing revealed that dynamic behavioral indicators,
such as session duration and traffic intensity, significantly differentiate attacker
groups, while static indicators contribute less. The findings identify two primary
attacker archetypes: high-intensity network attackers and stealthy credential-based
attackers. From a cyberlaw perspective, the proposed approach supports confidence-
based attribution and enhances the transparency and reliability of digital forensic
analysis. However, it emphasizes that probabilistic outputs should be interpreted as
supporting evidence rather than definitive identification, highlighting the importance
of uncertainty-aware Al systems in legal contexts.

Keywords Cybercrime Attribution, Probabilistic Clustering, Soft-Label Learning, Behavioral
Analysis, Digital Forensics

INTRODUCTION

The rapid growth of cybercrime has significantly increased the complexity of
identifying and attributing malicious activities in digital environments.
Cybercrime attribution, defined as the process of linking cyber-attacks to
responsible actors or groups, remains a fundamental challenge in both
cybersecurity and cyberlaw domains. Traditional attribution techniques often
rely on deterministic indicators such as IP tracing, signature-based detection, or
known threat intelligence [1]. However, these approaches are increasingly
ineffective due to the use of anonymization, proxy infrastructures, and
adversarial tactics that obscure attacker identity [2]. As a result, attribution has
shifted toward behavioral analysis, where patterns of activity are used to infer
attacker characteristics rather than direct identification [3].

Recent advances in machine learning have introduced new approaches to
cybercrime attribution, particularly through clustering and classification
techniques. State-of-the-art methods include unsupervised clustering
algorithms such as K-Means and Gaussian Mixture Models (GMM) to identify
latent attacker groups, as well as supervised learning models for classifying
attack patterns [4]. More advanced approaches incorporate deep learning and
anomaly detection to capture complex behavioral relationships. Despite these
developments, most existing studies rely on hard labeling, where each attack is
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assigned to a single class or actor group. This assumption fails to reflect the
inherent uncertainty and overlap in attacker behavior, especially in real-world
scenarios where attackers may adopt multiple strategies or mimic other groups.

Furthermore, existing approaches often lack robustness and interpretability.
Many models are evaluated solely based on classification accuracy without
considering cluster stability or reproducibility. In addition, the absence of
probabilistic reasoning limits their applicability in legal contexts, where evidence
must account for uncertainty and avoid overconfident conclusions. From a
cyberlaw perspective, deterministic outputs can lead to misleading attribution
claims, potentially affecting legal judgments and accountability.

Based on these limitations, several research gaps can be identified. First, there
is a lack of frameworks that explicitly model uncertainty in cybercrime attribution,
particularly through probabilistic representations. Second, few studies integrate
unsupervised clustering with supervised learning in a unified pipeline that
enhances both interpretability and generalization. Third, there is limited
attention to model stability and statistical validation, which are critical for
ensuring reliability in forensic and legal applications. Finally, the connection
between Al-based attribution methods and legal admissibility or evidentiary
standards remains underexplored.

To address these gaps, this study proposes a novel framework for cybercrime
attribution that combines probabilistic clustering with regularized soft-label
learning. Specifically, Gaussian Mixture Models are used to identify latent
attacker groups and generate probabilistic cluster memberships, which are then
used as soft labels in a multi-output Ridge regression model. This approach
allows the model to capture uncertainty, improve generalization, and provide
interpretable behavioral profiles. In addition, clustering quality is evaluated
using both silhouette scores and stability analysis, while statistical significance
testing is applied to validate feature differences across clusters [5].

Literature Review and Related Works

Cybercrime attribution has been widely studied in the fields of cybersecurity,
digital forensics, and artificial intelligence. Traditional approaches to attribution
primarily rely on signature-based detection, IP tracing, and rule-based systems
to identify malicious actors. These methods, while effective in controlled
environments, are often limited in real-world scenarios due to the increasing use
of anonymization techniques, proxy networks, and sophisticated evasion
strategies [6], [7]. As a result, researchers have shifted toward behavior-based
analysis, where patterns of activity are used to infer attacker characteristics
rather than direct identification [8].

Unsupervised learning techniques have played a significant role in identifying
latent structures within cyber-attack data. Clustering algorithms such as K-
Means, hierarchical clustering, and Gaussian Mixture Models (GMM) have been
widely applied to group similar attack behaviors [9], [10]. Among these, GMM
offers advantages due to its probabilistic foundation, allowing data points to
belong to multiple clusters with varying degrees of membership [11]. This
property makes GMM particularly suitable for modeling overlapping attacker
behaviors, which are common in cyber threat scenarios [12]. However, many
studies still rely on hard cluster assignments, limiting their ability to capture
uncertainty.
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In addition to clustering, supervised machine learning methods have been
extensively used for intrusion detection and attack classification. Algorithms
such as Support Vector Machines (SVM), Random Forests, and Neural
Networks have demonstrated strong performance in identifying known attack
patterns [13], [14]. More recent approaches utilize deep learning models,
including recurrent and convolutional neural networks, to capture temporal and
spatial dependencies in network traffic data [15]. Despite their high accuracy,
these models often require large labeled datasets and lack interpretability,
which can hinder their application in forensic and legal contexts [16].

To address the limitations of purely supervised or unsupervised approaches,
hybrid models have been proposed that combine clustering with classification.
These methods aim to leverage the strengths of both paradigms by first
identifying latent groups and then learning predictive models based on these
structures [17]. However, most existing hybrid approaches still convert
probabilistic outputs into hard labels, thereby discarding valuable uncertainty
information. This simplification can lead to overconfident predictions and
reduced robustness in ambiguous cases [18].

Another important aspect of cybercrime attribution is model evaluation and
validation. While many studies focus on accuracy and precision, fewer works
consider cluster stability, reproducibility, and statistical significance [19]. These
factors are crucial for ensuring that the discovered patterns are not artifacts of
specific datasets but represent consistent behavioral structures. Furthermore,
the lack of probabilistic reasoning in many models limits their applicability in
legal settings, where uncertainty and confidence levels must be explicitly
addressed [20].

In summary, the current state of the art demonstrates significant progress in
applying machine learning to cybercrime attribution, particularly through
clustering and classification techniques. However, key limitations remain,
including the reliance on hard labels, insufficient modeling of uncertainty, limited
integration between unsupervised and supervised learning, and a lack of focus
on legal interpretability. These challenges highlight the need for probabilistic,
interpretable, and robust frameworks that can bridge the gap between technical
analysis and cyberlaw requirements.

Methodology

This study proposes a probabilistic framework for cybercrime attribution that
integrates unsupervised clustering with regularized soft-label learning. The
overall research workflow consists of data preprocessing, feature engineering,
dimensionality reduction, probabilistic clustering, soft-label modeling, and
evaluation. As illustrated in figure 1, the proposed research framework begins
with data preparation and feature engineering, followed by preprocessing and
dimensionality reduction using PCA. The transformed data is then clustered
using Gaussian Mixture Models (GMM) to obtain probabilistic cluster
memberships. These probabilities are subsequently used as soft labels in a
regularized regression model, and the final outputs are evaluated and
interpreted for cybercrime attribution.

Dien and Endahti (2026) J. Cyber. Law. 208



Journal of Cyber Law

End

Feature Model Evaluation
Engineering
Probabilistic Accuracy Macro F1-score

2E ; Clustering ———» Soft-Label Leaming ———»
Preprocessing (GMM) b

Dimensionality Log Loss Cross-validation

Reduction

Start

Figure 1 Proposed research workflow

Data Preparation

The dataset consists of network session records that have been preprocessed
by selecting only instances labeled as attacks (attack_detected = 1), ensuring
that the analysis specifically targets malicious behavior patterns. To improve
data quality and maintain consistency, duplicate records are identified and
removed, preventing redundancy that could bias the model during training.
Following preprocessing, the cleaned dataset is divided into training and testing
subsets using an 80:20 split, where the training set is used to build and learn
the model, and the testing set is used to evaluate its performance and
generalization capability on unseen data.

Feature Engineering
To capture attacker behavior, several derived features are constructed:
Login Failure Ratio:

Failed Logins

Login Failure Ratio =
osi Fatitte Batlo max(Login Attempts, 1)

Packet per Second:

Packet Rate — Network Packet Size @
acket nate = max(Session Duration, 1)

Risk Interaction:
Risk Interaction = IP Reputation Score x Unusual Time Access (3)
Attempt Intensity:

Login Attempts

Attempt Intensity = - .
P y max(Session Duration, 1)

(4)

These features represent both intensity and behavioral patterns of cyber-
attacks.

Data Preprocessing
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A preprocessing pipeline is applied using column-wise transformations:
For numerical features:

Median imputation:
x = median(x) (5)
Power transformation (Yeo-Johnson):
x" = Yeodohnson(x) (6)

Robust scaling:

14

_ x" —median(x")

1QRG) (7)

For categorical features, missing values are handled using mode imputation,
where the most frequently occurring value in each feature is used to fill in any
gaps, ensuring that the distribution of the data remains representative. After
handling missing values, categorical variables are transformed using one-hot
encoding, which converts each category into a binary vector representation,
allowing the model to process non-numeric data effectively. This preprocessing
step ensures that all features are properly structured and compatible with
machine learning algorithms, contributing to more reliable and consistent model
performance.

Dimensionality Reduction
Principal Component Analysis (PCA) is used to reduce feature dimensionality:

Z=XW (8)

Xis the original feature matrix and Wis the projection matrix.

PCA helps remove redundancy and improve clustering performance.

3.5 Probabilistic Clustering

Gaussian Mixture Models (GMM) are used to model latent attacker groups:

K
PO = ) me N | %) ©)
k=1
K= number of clusters
= mixing coefficients
Uk, 2= mean and covariance
Cluster membership probabilities are computed as:

TN (x| pye, Zge)

K 10
j:1T[jN(X |M],Z]) ( )

P(z, | x) =

Dien and Endahti (2026) J. Cyber. Law. 210



Journal of Cyber Law

Model Selection for Clustering
Each configuration is evaluated using:

Silhouette score:

_ b-a
"~ max(a, b)

Stability (Adjusted Rand Index):

_ Index — Expected Index
~ Max Index — Expected Index

ARI

Information criteria:
BIC = —2In(L) + pIn(n) (13)
A composite score is used:
Score = 0.70 - Silhouette + 0.30 - Stability — 0.001 - K (14)

Soft-Label Learning
Instead of hard labels, probabilistic cluster memberships are used as targets.

The model is defined as:
Y =) (15)
Using Ridge regression:

mmi,nIIY—XWII2+a'IIWII2 (16)

Y= soft labels (cluster probabilities)
a= regularization parameter
Model Evaluation

The model is evaluated using:
Accuracy:

TP+TN
Accuracy = T (17)

Macro F1-score:

2 - Precision - Recall
F1 =

Precision + Recall

Mean Squared Error:
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1
MSE = —3(y = 9)? (19)
Log Loss:

LogLoss = —=Yylog(y) (20)
Cross-validation (5-fold) is used to assess generalization.
Statistical Analysis
To validate cluster differences, one-way ANOVA is applied:

_ Between-group variance
~ Within-group variance

Low p-values indicate statistically significant differences.

Algorithm 1: Probabilistic Cybercrime Attribution

Input: dataset D, number of clusters K, PCA components m, regularization parameter a
Output: cluster labels Z, soft probabilities P, trained model f (X)

Process:
Start

Data Filtering
D' = {x; € D | attack_detected(x;) = 1}

Feature Engineering
foreach x; € D":
_ failed_logins
" max(login_attempts, 1)
_ network_packet_size

fo= max(session_duration, 1)
fz = ip_reputation X unusual_time_access

_ login_attempts
fa= max(session_duration, 1)

Xi = [xi'fl'fZif3iﬁt]

fi

Preprocessing

X0um) = RobustScaler (PowerTransform(Impute(X ™4m)Y))
Xat) = oneHot(Impute(X€at)))
X = [X(num),X(cat)]
PCA Transformation

Z=XWw
GMM Clustering
K
PO = ) m W | i Z)
k=1
z; = argmax P(z | x;)
Py = P(zy | x;)
Model Selection
_ b-a
" max(a, b)

Score = 0.70S + 0.30ARI — 0.001K
(K*,m") = argmax Score
Soft-Label Learning
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min [|Y —XW 2+ a || W ||2

Prediction
? = f(Xtest)
Z; = arg ml?x Yir
Evaluation
TP+TN
Accuracy =
F1= 2PR
" P+R
1 512
MSE =—30 =9
Output
Return (Z,P, f (X))
End
Results

Clustering Performance and Model Selection

The clustering phase was conducted to uncover latent behavioral patterns
among attack sessions using Gaussian Mixture Models (GMM), with multiple
configurations tested across different feature sets, numbers of principal
components from PCA, and cluster sizes to identify the most effective setup.
The optimal configuration was achieved with two clusters, two PCA
components, a silhouette score of 0.415, and a cluster stability score measured
by Adjusted Rand Index (ARI) of 0.956. The silhouette score indicates a
moderate level of separation between clusters, suggesting that while distinct
behavioral groupings exist, there is still some overlap between them. In contrast,
the high ARI value demonstrates that the clustering results are highly consistent
and reproducible across different runs. As illustrated in figure 2, the distribution
of silhouette scores across varying numbers of clusters shows that increasing
the number of clusters does not lead to a significant improvement in cluster
separation, reinforcing the choice of K = 2 as the most appropriate configuration.

®
0.40 1

0.35 4 ®

° °
0304 ® Py
w
S * °
7 0257 @ @ ®
g .
v
3 0.20 1 ® @
=
= (] 0

0.15 4

0.10 4

0.051

T T T T T T
2.0 2.5 3.0 3.5 4.0 4.5 5.0
Number of clusters (K}

Figure 2 Silhouette scores across candidate clustering configurations

Furthermore, figure 3 illustrates the relationship between silhouette score and
cluster stability, showing how different configurations balance separation quality
and reproducibility. The selected configuration with K = 2 is positioned in a
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region characterized by high stability and relatively strong separation, indicating
that it achieves an effective trade-off between these two metrics. This suggests
that while higher numbers of clusters do not substantially improve separation,
they may introduce unnecessary complexity without enhancing consistency,
thereby reinforcing the suitability of the chosen configuration.

L] L
° 8
0.9 e 8 ®
' ®
0.8 4 E
= L]
= 0.7
- L
L)
= b e ©
506
B 0.5+ a
3
u

0.3 4

0.2

T T T T T T T T
0.05 0.10 0.15 0.20 0.25 0.30 0.35 0.40
Silhouette score

Figure 3 Relationship between silhouette score and cluster stability (ARI)

Visualization of Latent Actor Groups

To interpret the clustering behavior, Principal Component Analysis (PCA) was
applied to reduce the data into two dimensions, enabling clearer visualization of
the underlying structure. As shown in figure 4, the identified actor groups display
a noticeable separation along the first principal component, indicating that this
component captures the most significant variation in attack behavior. However,
some overlap is observed at the boundary between clusters, suggesting that the
behavioral patterns of attackers are not entirely distinct. This overlap highlights
the inherent complexity and variability of malicious activities, reinforcing the
suitability of probabilistic or soft clustering approaches such as GMM, which
allow data points to belong to multiple clusters with varying degrees of
membership rather than enforcing rigid boundaries.
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Figure 4 PCA visualization of inferred actor groups

Soft-Label Model Performance

A regularized soft-label learning model was developed using multi-output Ridge
regression applied to probabilistic cluster assignments, allowing the model to
capture uncertainty in cluster membership rather than relying on hard labels.
The regularization parameter was carefully tuned, with the best-performing
model obtained at a = 50, as this value provided a strong balance between bias
and variance while maintaining model stability and generalization capability.
This configuration helps prevent overfitting by penalizing large coefficients,
ensuring that the model remains robust when applied to unseen data. The
overall performance of the model under this optimal setting is summarized in
table 1.

Table 1 Performance of the regularized soft-label model

Metric Train Test

Accuracy 0.9807 0.9742
Macro F1-score 0.9744 0.9641
Log Loss 0.2106 0.2237
Mean Squared Error 0.0159 0.0160

The model demonstrates strong generalization performance, as indicated by a
cross-validation F1 score of 0.9725 with a low standard deviation of + 0.0052,
reflecting both high accuracy and consistency across different data splits.
Additionally, the small F1 gap of 0.0103 suggests minimal performance
degradation between training and validation, indicating that the model is not
significantly overfitting. As illustrated in figure 5, increasing the level of Ridge
regularization contributes to reducing overfitting by constraining model
complexity, while still maintaining stable and high predictive accuracy, further
supporting the selection of the optimal regularization parameter.
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Figure 5 Ridge regularization (alpha) vs model performance

Classification Behavior Analysis

The classification behavior is further evaluated using a confusion matrix to better
understand how well the model distinguishes between the identified clusters. As
shown in figure 6, the model achieves high overall predictive accuracy, with only
minor misclassification observed in one of the clusters. A more detailed analysis
reveals that Actor_Group_1 attains near-perfect recall of 1.00, indicating that
instances belonging to this group are consistently and correctly identified. In
contrast, Actor_Group_0 exhibits a slightly lower recall of 0.90, suggesting that
a small portion of its instances are misclassified. This difference implies that
Actor_Group_1 represents a more behaviorally consistent pattern, whereas
Actor_Group_0 displays greater variability and overlap with other behavioral
characteristics, making it slightly more challenging for the model to classify
accurately.

600

500
Actor_Group_0 189 22

400

300

True label

- 200
Actor_Group_1 | 0

r 100

Predicted label

Figure 6 Confusion matrix of the regularized soft-label model
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Cluster Behavioral Profiles

To interpret cluster characteristics, feature averages were computed for each
group, as summarized in table 2, providing insight into the underlying behavioral
patterns captured by the clustering process. The results reveal two distinct
profiles, where Actor_Group_0 is characterized by high-intensity and short-
duration activity, indicating more aggressive but brief attack behavior, while
Actor_Group_1 exhibits low-intensity and long-duration behavior, suggesting
more sustained and less conspicuous activity over time.

Table 2 Cluster behavioral profiles

Feature Actor_Group_0 Actor_Group_1
Network Packet Size 518.33 492.13
Login Attempts 5.37 4.38
Session Duration 135.02 1072.52
IP Reputation Score 0.367 0.375
Failed Logins 1.82 1.98
Unusual Time Access 0.148 0.155
Login Failure Ratio 0.469 0.673
Packet per Second 14.10 0.78
Risk Interaction 0.052 0.058
Attempt Intensity 0.132 0.006

Statistical Significance Analysis

To validate the differences between clusters, one-way ANOVA tests were
conducted on the extracted features, with the results summarized in table 3. The
extremely low p-values obtained confirm that there are statistically significant
differences between the identified clusters for the majority of features. In
contrast, features such as IP reputation and unusual time access were found to
be not statistically significant, indicating that these attributes contribute less to
distinguishing between groups. This finding suggests that dynamic behavioral
features play a more important role in differentiating attack patterns compared
to more static or contextual indicators.

Table 3 ANOVA results for feature significance

Feature F-statistic p-value
session_duration 1293.74 1.16e-247
attempt_intensity 281.56 3.05e-61
packet_per_second 248.08 2.27e-54
login_attempts 160.68 3.59e-36
login_failure_ratio 74.72 7.56e-18

Heuristic Interpretation of Threat Actors

ed on the identified cluster characteristics, heuristic labels were assigned to
provide meaningful interpretations of each group, where Actor_Group_0 is
labeled as a High-Volume Network Attacker and Actor_Group_1 as a
Credential-Based Stealth Attacker. These labels reflect the underlying
behavioral patterns observed in each cluster, linking quantitative analysis to
practical cybersecurity insights. The distribution of the inferred attacker types is
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illustrated in figure 7, showing how the dataset is divided between these two
categories. Additionally, figure 8 presents the distribution of cluster assignment
confidence, highlighting the probability associated with each sample’s cluster
membership. The results indicate that most samples exhibit high assignment
probabilities, suggesting that the clustering outcomes are reliable and that the
model has strong confidence in assigning instances to their respective
behavioral groups.
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Figure 7 Distribution of inferred threat actor types
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Figure 8 Distribution of cluster membership confidence

Discussion

The results demonstrate that cyber-attack behaviors can be effectively modeled
as stable probabilistic clusters, rather than rigid categorical identities. The high
cluster stability (ARl = 0.956) combined with moderate silhouette scores
suggests that attacker behaviors exhibit both consistency and overlap, reflecting
the complex and adaptive nature of cyber threats. Importantly, the use of soft-
label learning allows the model to represent uncertainty in attribution, where a
single event may partially belong to multiple behavioral profiles. This
probabilistic perspective provides a more realistic representation of cyber
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operations compared to traditional deterministic classification approaches,
which often overstate certainty and fail to capture ambiguity in attacker behavior.

From a cyberlaw perspective, these findings have significant implications for
digital evidence and attribution. The proposed framework supports a shift from
definitive attribution claims toward confidence-based, evidence-driven
assessments, which are more aligned with legal standards of proof and expert
testimony. However, the probabilistic nature of the model also introduces
challenges, particularly regarding interpretability, admissibility, and potential
misuse in legal proceedings. While the model can strengthen forensic analysis
by providing reproducible and statistically validated insights, it should not be
interpreted as direct proof of identity but rather as supporting evidence of
behavioral similarity. Therefore, its application in legal contexts must be
accompanied by transparency, methodological rigor, and careful consideration
of uncertainty to avoid over-reliance on automated attribution systems.

Conclusion

This study presents a probabilistic framework for cybercrime attribution that
integrates Gaussian Mixture Model-based clustering with regularized soft-label
learning to capture latent attacker behaviors and their inherent uncertainty. The
results demonstrate that the proposed approach achieves strong clustering
stability, high predictive performance, and minimal overfitting, while revealing
two distinct behavioral attacker archetypes characterized by intensity and
persistence. By modeling attribution as a probabilistic process rather than a
deterministic outcome, this work provides a more realistic and legally
appropriate representation of cyber-attack analysis. The framework offers
valuable support for cybersecurity forensics and cyberlaw applications by
enabling transparent, reproducible, and confidence-aware attribution, while
emphasizing that such models should be used as complementary evidence
rather than definitive proof of attacker identity.
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